Saitama Prefectural
e Learn how to use the internet safely and correctly. Police Cyber Bureau

\ f Points: \

Protect Yourself from Cybercrime Grade: Class: Student No.:

Crime

Preven-

: Digital Literac ?
tion g Yi ' Name:

AN J

*WHAT IS DIGITAL LITERACY? — It’s the knowledge and ability to use the internet safely and correctly.

This question is about fake news. Read This question is about internet-related
about fake news and choose the correct problems. Match each situation (left) with the
answer from { } and circle it. possible consequence (right). You may use
(10pts x 3 = 30pts) the same consequence more than once.
Post on Social Media (5pts x 4 = 20pts)
IAmLiar | posted a video of
(username): hurting an animal on .
, social media.
My house collapsed ” Unauthorized
.@ N in the ea!‘thquake = 1) “ . Access
e y and | can’t move.
'E’ ' Somebody help!! e N\
We talked together
» "Eake” News means and decided to ignore |,
a friend we don'’t like
{Correct information/False or misleading information / in our group chat.
\_ ) Cyber-
Personal information}. . bullying
( )
» Why people post fake news: Someone found out
: my ID and password. .
{become healthy / earn app points / get arrested}. y P
~ -/ Getting in

» What happens to people who post fake news: trouble online

| posted mean
comments about a . P
phone data}, so you must never do it. friend on social media. LY

{threaten people’s lives / curse you / delete your

How did the criminal find out where she

Read the following statements, and mark
lives? Arrange the events in order.

(5pts x 4 =20pts) “Q” if correct, or “x” if incorrect.
(Perfect Bonus +10pts) (5pts x 4 = 20pts)
ﬂ\. The criminal comesb@ The criminal finds ouﬁ (DEven if you don’t post it yourself,
the school. her address. spreadmg fake news means

cgri'.r?ghe is : S0 she lives /FN helping the person who posted it. ( )

here w
.ﬂ]]a x @My friend asked if they could post
\ J our photo on social media. But |

refused because it showed my
C. The criminal follows /D She shares a photo h face and school uniform. ( )

her secretly. social media.

-

“She’s on her phoneL_
and doesn’t notice
me!”

@ Passwords are hard to remember,
and even worse if | forget them,
so | always use the same

password. ( )

@When | have problems online, |
should handle them myself without
telling my parents or teachers
because it is my problem. ( )
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*WHAT IS DIGITAL LITERACY? — It's the knowledge and ability to use the internet safely and correctly.

Can you recognize dangerous invitations
from different people? Choose ALL the
invitations you think are “dangerous”
below.

(20pts)

“You’ve been playing games
too much lately! Don’t you
want to go outside and enjoy
some nature? How about we
go camping together?”

J

“Oh, you don’t want to stay at
home? Why don’t you come

home! You can stay for a
couple days, right?”

to my place? Make yourself at

J

Social Media
Friend:

“You don’t have much time to
play games? Come to my
house! Let’s play games all
day!!”

Online Game

Friend:

‘Do you have time today?
Want to come play games at
my house? If you are coming,
make sure to tell your family
that you’'re coming to my

~

J

School house before leaving.”
Friend:
Answer:

To Parents and Guardians
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While the internet has become an important part of children’s lives, it also
has serious dangers, such as being kidnapped by someone they met online, or
being threatened into sending sensitive photos that contain nudity.

Additionally, it is not uncommon for to become the attacker themselves by
cyber-bullying their friends, posting inappropriate behaviors online that violates

the law, or posting false information on social media.

For children to use the internet safely and securely without getting caught
up in these troubles, it is important for us adults to understand the internet

correctly and watch over them.

Why not take this opportunity to discuss with your children once again
about "how to use the internet safely," and considering your child's
development and your family's circumstances, create "Family Rules" together?

---------------------------------------------------------------------------------------------------------------------------

Below are examples of photos you should
NOT post online or send to people you don’t
know. Explain why they may be dangerous.

(10pts x 3

30pts)

Embarrassing
photos like naked
photos or showing

too much skin

Photos of
your house
key

Photos of
your home or
neighborhood

C=L)

There are many
other photos that
can be
dangerous to
share.

Check the
illustrations
for hints!

*Write down what you
discussed with your family*
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